• 




I— 





LOCAL 



37 






1 


• • • 






, 2. 





M>nmn 
M — 



1^ I" 



. 4 

M9. .*#4 



\ 

-2 



\ 



25? 



\o3 




Fie. 4 



L 



4oi 



Error reading card 



There has been an error 



c 



End Transaction 





Welcome 
Please activate 
Intelltcard 



DTMF, Identrcotion and 
Cryptojiram generation 



End Transaction 



YES 



The Authentication opens 
The data base related to 
Intellicard 



434- 




410 



I 



Language 



I 



^^nk ccount No^ 



I 



Credit card No and 
■^Expiration date^ 



I 



Electronic Purse 



If abscentthen : 



43g 





— >l 


if prasei 


ntthsn: 1 


-436 









Switch to the 
Reprogramnrwd 
Language 




44? 



Ignore 



7^ 



ignore 




Checldng on the 
value of the 



Electronic puree 



/ 



z 



440 



Chose your language from 
Language menu 



store your Bank Account 



Chose your credit card 
Fronr^the credt card nrwnu 





FIG. 7 



Authentication Process 



® 



123456 


23456 


34567 


45678901 



intelllcard Table 



Last count 
23456 



Ser. Number 
45678901 



Fraud Tentative Table 



Disco nnecT 




tdentifyer Table 


45678900 


8258742 


45678901 


2656746 


45878902 


5189745 


45678903 


5689415 



Authentication DDL 
R =4567891.2658748 



• 



Card 



Authentication Process 

structure of an Authetication String 



UserlD 



Cryptogram 



Identfyer Counter Signature 



Encrypted Number 



ID + Cryptogram + PIN 

32 bit card holder ID 

32 bit counter 

64 or 1 28 bit secret key 




Server 



The sequence changes each time the card is initiated 
A counter is shared between the card and the server 
The cryptogram = Algorithm (ID. counter value, secret key) 
The user ID is encoded 



FIGf. 10 



U.T.C. 

Universal Teletransaction Center 



z: 



lOtO 



Call 
UTC 




Wdconrie 
Please state yourPIN 



w/ Please activate your 
Card 



Enunciation of PIN 
Number 



VEB 



NO 



Certtral data baee 



Error reading card 



MO 



signal Processing 



4— 



There has been an error 



End Transaction ^ 



Decryption and 
' Authentication^ 



Card activation 



J 



DTMF. Idsntttlcaibn, 



Cn^ptogram generation and 
Transnnission aTcSgitalked 
VOICE M^ro 



NO 



z 



1033^ 



End Transaction 



ion 



VC8 



4 » 



F1&. 11 



sr. 



V \ - 



CaU 
UTC 



I 



Welcome 
Please activate 
Intelicard 



z 



ma. 



Error reading card 



NO 



There has beer* an error 



c 



End Transaction 



U.TC. 

Univei^al Tele transaction Center 















Place your thumb on the 
Designated area 
To acthrale the card 






1 ' 





z 



III! 



Slgrvil Processing 



YES 



Decryption and 
' Authentic glion 



NO 




DTMF, tdentrtcatton and 
Cryptogram generation 



z: 



End Transaction 



YES 



z 



1203- 



Call 
UTC 




Z 



Welcome 
Please actirate 
Intallicard 



3 C 



NO 



JIngef prim 
Data base 



Error reading card 



NO 



There has been an error 



End Transaction 



\2\Z 



iao6 



U.T.C. 

Universal Tfele transaction Center 



Place your thurvdD on the 
Designated area 
To actlyata the card 




2l 




Dlgitalsatton 




1212. \x\o 



Signal Processing 



I dentine atton. 
Cryptogranr) generation and 
Transrrvssion cTdlgitalked 
flnoer Drift 



YE 
S 



Oacryption and 
Authentication 



NO 



End Transaction 



1220 



YE 
S 




1=1 \ 

: ;r 



Cal 

UTC 



I 



Please activate y our ] 
Intetlicard by s^ning j 
On the designated area ^ 



Error reading card 



NO 



There has been an error 



c 



End Transaction 



I3if 



i 



Signal Processing 



YES 



U.TC. 

Universal Teletransaction Center 





Signing on 
Designated area 




► 


► 



z 



IB 



Decryption and 
Authentication 




NO 




1510 



DTMF, IdentricaUon and 
Ciyptogram generation 



13M 



End Transaction 



YES 



